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About this report // Phone Link Hijacking is a technique where attackers exploit a legitimate Windows feature
to create a live, real-time mirror of a victim's smartphone from a hidden desktop on a compromised PC, silently

intercepting SMS codes and authentication prompts. This renders SMS-based MFA effectively obsolete with minimal
technical effort and almost no detectable artifacts.



Overview
Have you noticed that more and more of your fraud cases just aren’t adding up?

Not the obvious ones, but the ones where a customer says a transaction was never authorized, but your logs
show a valid session, a correct password, and correctly entered MFA code. Both stories can't be true, but the
customer isn't lying and your controls didn't fail — and the money is gone.

This is precisely what multi-factor authorization (MFA) was supposed to prevent. CAPTCHA slows down
bots but adds friction for customers. Passwords have been the weakest link for years because they are often
reused and can be phished and leaked in bulk. MFA was the industry’s answer to these challenges — the layer
that finally made a stolen password alone insufficient. And for a while, it worked as designed. But attackers
have caught up, shifting their energy and efforts toward getting past MFA rather than around it, which is why
passkeys and phishing-resistant hardware keys are gaining traction as likely successors.

Account takeover fraud rose 36% year over year in 2024" part of a cybercrime landscape that cost an
estimated $21 billion in reported losses in 20252 And a growing percentage of it doesn't fit the patterns fraud
teams have spent a decade learning to catch. There's no phishing link in the email logs, no SIM swap on record,
no password reuse from a known breach. Just a session that behaved, in every aspect, like a real customer —
because for a while, it was the actual customer.
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These are also the cases that cost the most to solve: resolving a single ATO investigation takes an estimated
10 to 20 days on average, and that clock only starts once someone realizes there's something to investigate.

Consider one case that surfaced online. A Bank of America customer received a text with a secured transfer
code he hadn't requested. Assuming it was a scam, he did the responsible thing and changed his password
—only to discover the text was real, and a large wire transfer had already left his account. Every control on

the bank's side had seen a legitimate, authenticated session. Nothing was flagged. The bank's wire fraud
department opened an investigation and told him to expect it to take anywhere from 10 to 90 days, before

he did any of the work himself. Because it was the customer himself who pieced together how it was done.
Days later, he realized his phone was linked to his laptop through Microsoft Phone Link — so the texts arriving
on his phone, including his MFA codes, were visible on a computer that turned out to be compromised. He
walked through the whole chain himself: the attacker could see his password, receive the code to verify a new
device login, initiate the transfer, and receive the final code to authorize it — every step, using authentication
working exactly as designed. The detection didn't start with the institution. It started with the victim doing the
institution's detective work first, and handing them the answer.

" Department of the Treasury's Financial Crimes Enforcement Network (FinCEN)
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As seen in this example, the culprit may be a feature most fraud and security teams have never had a reason
to ask about: Microsoft Phone Link. It comes preinstalled with Windows 11, and its purpose is both mundane
and useful: it syncs texts, calls, and notifications from a phone to a desktop to improve convenience and
productivity. It's not a niche tool a victim had to seek out, and that's what makes it dangerous. It's already
sitting on more machines than almost any security controls your customers have chosen to use.

Q6 Cyber identified this technique the way we identify most emerging fraud tactics: by operating inside the
forums and channels where fraudsters build and trade their tools, months before these tools show up in a
fraud analyst’s case list. This report is a result of our analysts seeing Phone Link hijacking discussed, refined,
and even sold in these locations right now. It's a technique that doesn’t overcome MFA by brute force or theft,
but by giving an attacker a live seat next to the victim while every code and alert arrives exactly as designed,
leaving almost nothing behind for a standard investigation to uncover.

So if your team is looking at a growing pile of cases like this, there's a question you should be — but probably
aren't — asking. The next time a customer insists a transaction wasn't theirs but everything on your end says
otherwise, it's probably worth asking, “Have you installed Microsoft Phone Link?”

Phone Link won't be the last ordinary feature to be turned into an attack surface, and MFA won't be the last
control that quietly stops working the way it's supposed to. Every trusted tool eventually gets discovered and
repurposed by someone watching for any potential gap in security. This is why Q6 Cyber's job isn't to hand
you a control and call it solved. Our job is to stay in the channels where the next attack technique is already
being built and discussed, so you hear about it before it shows up in your fraud queue, not after. This report
walks through how this one works, how to recognize it in the field, and how to close it in the meantime.

Scope

Although this report focuses primarily on financial institutions, the Phone Link hijacking technique poses

a significant risk to any organization that depends on SMS-based MFA. Real-time phone mirroring allows
attackers to intercept authentication codes across email, corporate VPNs, SaaS platforms, and other critical
systems — not just banking. The technique’s effectiveness stems from its low technical complexity and high
success rate against human psychology rather than technical controls.

In the financial sector, however, the risk is amplified due to the presence of high-value accounts and specialist
operators who excel at rapid fund exfiltration using region-specific banking knowledge.

The Fraud Hierarchy

These operations run with industrialized efficiency, using a clear division of labor that maximizes scale and
minimizes risk:

THE TRIAGE LAYER:

Entry level operators scan large volumes of compromised systems, filtering for high value targets. They
prioritize devices showing active sessions with business email, corporate accounts, or high balance
personal banking apps. Only promising targets advance to the next stage.

THE SPECIALIST LAYER:

Senior operators then take manual control. These specialists bring deep, region-specific knowledge of
banking portals, their security controls, and effective real time social engineering tactics. Their goal is
precise, rapid fund exfiltration while evading detection.
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» The Hidden Desktop

At the heart of this attack is a Hidden Virtual Network Computing (hWVNC) environment or a compromised
remote session. This initial access is typically achieved through hVNC-capable malware or the exploitation of
legitimate Remote Monitoring and Management (RMM) tools - a tactic frequently observed in recent threat
actor campaigns (see our previous report “When Legitimate Tools Become Malware: The Criminal Use of
RMM Platforms™).

HIDDEN SESSION:

The attacker creates and operates a completely invisible secondary Windows desktop on the
victim’s machine.

DUAL SESSION DECEPTION:

From the hidden desktop, the attacker initiates a Phone Link pairing request. Simultaneously, they
overlay a fraudulent prompt on the victim’s visible desktop to guide the user through the process
without raising suspicion.

This setup allows the attacker to control the pairing while the victim interacts only with what looks like normal
Windows behavior.

Your Windows device has successfully completad
an important systam and secunty update,

As part of this update, Microsoft has introduced
updated sequrity and device verification

reguiremants to bettar protect user accounts,
PBF‘OHJI difﬂ_ and connacted devices.

Under the new policy, Phone Link is required
to ensure a trusted and secure connection
between your Windows device and your phone.

Why thiz change was introduced:

- Verify device ownership after updates
- Strengthen account authentication

- Reduce unauthorized access ricks

- Improve owverall cystem reliability

Until Phone Link setup is completed, some
Windows features and security services may
be temporarily limited

Pleace complets the cetup using the offiaal
Micrasoft Phone Link application.

Social engineering prompt used to initiate unauthorized Phone Link pairing More information

. ey . . . https:/support.microcoft. comwindows/phanea.link
on a victim’'s laptop by masquerading as a required security update.
Click OK ta opan Phona Link.

Attacker-crafted fake update notification designed
to exploit user trust and initiate unauthorized
Microsoft Phone Link pairing.

3 Dhttps://q6cyber.com/blog/when_legitimate_tools_become_malware_the_criminal_use_of_rmm_platforms
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» The Social Engineering "Hook"

Success depends less on technical exploits and more on exploiting human psychology and trust in native
system processes. Attackers leverage three key drivers:

AN = (x x %)
== —
DECEPTIVE AUTHORITY: NATIVE TOOL TRUST:

A custom coded “Fake Update”
modal mimics official Windows
messaging. It claims a security
update has completed and
demands Device Verification
under a new Security Policy to
prevent account restrictions.

» How it Works

After the fake prompt, the
attacker seamlessly launches the
legitimate Microsoft Phone Link
sign in interface. By routing the
victim through an official, signed
Microsoft application, suspicion
is effectively laundered. Users
are far more willing to enter
credentials into a trusted native
app than a suspicious website.

The attack follows a tightly coordinated four stage sequence:

1. DEPLOYMENT:

USER HABITUATION:

The attack exploits click fatigue.
By framing the pairing as the
final step of a routine system
maintenance task, attackers
encourage reflexive approval
without close scrutiny.

A deceptive modal window appears, announcing a successful system update and requesting Device
Verification for trusted connections.
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Stage 1 of the bypass: Leveraging deceptive authority to secure a real-time bridge to the victim's device .
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2. THE PIVOT:

The fake prompt closes and immediately gives way to the genuine Microsoft Phone Link sign-in screen.
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Stage 2 of the bypass: Redirecting the victim to the official Microsoft sign-in Ul to finalize unauthorized device pairing.

3. AUTHORIZATION:

The victim enters credentials into the legitimate interface. Because the session originated from the
attacker’s hidden desktop, the phone links to the attacker’s instance rather than the victim’s visible session.

Because the session originated
from the attacker's hidden
desktop, the phone links to the
attacker’s instance rather than
the victim's visible session.
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4. EXFILTRATION:

With a live mirror of the phone established, the attacker views 2FA codes in real time, intercepts them, and
completes unauthorized financial transfers.

Phone Link mirroring: Attackers see 2FA codes the
moment they arrive on the victim’s phone.

Impact & Mitigation

» Impact

MFA NEUTRALIZATION:

SMS and voice-based 2FA protocols are rendered ineffective because the attacker sees the codes
simultaneously with the victim.

PERSISTENT ACCESS:

The Phone Link connection remains active until the user manually revokes it in phone settings, often giving
attackers long term visibility into notifications, messages, and authentication flows.

» Recommended Actions

DISABLE PHONE LINK:

IT and security teams should proactively block the Allow Phone Link feature using Group Policy or
Microsoft Intune. This is the most effective single control to eliminate the vector.

EMPLOYEE TRAINING:

Educate users that legitimate Windows updates or security policies never require linking a mobile phone
or signing into an app as a verification step. Reinforce that any such request, even if it uses official looking
Microsoft interfaces, should be treated as suspicious and reported immediately.
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Conclusion

This bypass doesn't just defeat one authentication method — it turns MFA itself into a false signal. Once an
attacker has a live mirror of the victim’s phone, “MFA passed” no longer means the account holder is the one
on the other end, and every downstream control built on that assumption ends up working for the attacker,
rather than against them. This means:

P> More fraudulent transactions flagged as “authenticated”: Bypassed SMS MFA means fraudulent logins
and transfers pass the same checks a legitimate session would, allowing an attacker to enter your systems
with trusted status rather than triggering a review.

P> Faster account takeover at scale: The model behind this technique where lower-tier operators identify
high-value targets and hand off to specialists who execute the transfers means a single hVNC foothold
can be turned into fraud losses in hours, not weeks — and can be repeated at volume across many victims
at once.

P> Higher costs show up later: Because the session looks legitimate at every checkpoint designed to protect
the account, the cost doesn’'t show up immediately as a blocked login and fraud prevention. Instead, it
shows up later in disputed transactions, fraud investigations, chargebacks, and the reputational cost of a
customer who was told, correctly, that they never authorized the transfer.

In reality, no single control closes this gap completely, especially one built on a trusted feature like Phone Link,
which most institutions have never had any reason to monitor. Our guidance for financial institutions relying
on SMS-based MFA is:

p> Harden the controls: Disable Phone link and comparable phone-to-PC syncing features and move high-
risk roles to phishing-resistant MFA such as hardware security keys or passkeys, where there is no code on
a mirrored screen to intercept.

P> Close the intelligence gap: Pair those controls with timely intelligence on the tools, tutorials, and
workflows being traded in the criminal underground so your team knows a technique like this is circulating
before it shows up as an unexplained case from a customer dispute.

This last point is where we can help. Q6 Cyber supplements existing authentication and fraud controls with
actionable intelligence gathered from the sources where these criminals are operating, including the tools and
techniques attackers are actively building to defeat MFA, giving financial institutions a time advantage to close
a gap before it's exploited — not just clean up after the fact.

CYBER
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About Q6 Cyber // Q6 Cyber is the leading provider of fraud intelligence to financial institutions. We track fraudsters
across the criminal underground to identify threats before they result in fraud losses and financial crimes. From account
takeovers to check fraud, our targeted intelligence delivers high ROI for multitudes of financial institutions ranging from
community banks and credit unions to the largest banks in the world.
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